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Standards Track [Page 114] RFC 5280 PKIX Certificate and CRL Profile May 2008 -- Naming attributes of type X520Title id-at-title AttributeType ::= { id-at 12 } -- Naming attributes of type X520Title: -- X520Title ::= DirectoryName (SIZE (1..ub-title)) -- -- Expanded to avoid parameterized type: X520Title ::= CHOICE { teletexString TeletexString
(SIZE (1..ub-title)), printableString PrintableString (SIZE (1..ub-title)), universalString UniversalString (SIZE (1..ub-title)), utf8String UTF8String (SIZE (1..ub-title)), bmpString BMPString (SIZE (1..ub-title)) } -- Naming attributes of type X520dnQualifier id-at-dnQualifier AttributeType ::= { id-at 46 } X520dnQualifier ::= PrintableString -- Naming
attributes of type X520countryName (digraph from IS 3166) id-at-countryName AttributeType ::= { id-at 6 } X520countryName ::= PrintableString (SIZE (2)) -- Naming attributes of type X520SerialNumber id-at-serialNumber AttributeType ::= { id-at 5 } X520SerialNumber ::= PrintableString (SIZE (1..ub-serial-number)) -- Naming attributes of type
X520Pseudonym id-at-pseudonym AttributeType ::= { id-at 65 } -- Naming attributes of type X520Pseudonym: -- X520Pseudonym ::= DirectoryName (SIZE (1..ub-pseudonym)) -- -- Expanded to avoid parameterized type: X520Pseudonym ::= CHOICE { teletexString TeletexString (SIZE (1..ub-pseudonym)), printableString PrintableString (SIZE (1..ub-
pseudonym)), universalString UniversalString (SIZE (1..ub-pseudonym)), utf8String UTF8String (SIZE (1..ub-pseudonym)), bmpString BMPString (SIZE (1..ub-pseudonym)) } Cooper, et al. 7.4. Internationalized Resource Identifiers Internationalized Resource Identifiers (IRIs) are the internationalized complement to the Uniform Resource Identifier
(URI). The value of the keyldentifier field SHOULD be derived from the public key used to verify the certificate's signature or a method Cooper, et al. Because a certificate's signature and timeliness can be independently checked by a certificate-using client, certificates can be distributed via Cooper, et al. 0 574: SEQUENCE { 4 423: SEQUENCE { 8
3:[0] { 10 1: INTEGER 2 : } 13 1: INTEGER 17 16 13: SEQUENCE { 18 9: OBJECT IDENTIFIER : shalwithRSAEncryption (1 2 840 113549 1 1 5) 29 0: NULL: } 31 67: SEQUENCE { 33 19: SET { 35 17: SEQUENCE { 37 10: OBJECT IDENTIFIER : domainComponent (0 9 2342 19200300 100 1 25) 49 3: [A5String 'com' : } : } 54 23: SET { 56 21:
SEQUENCE { 58 10: OBJECT IDENTIFIER : domainComponent (0 9 2342 19200300 100 1 25) 70 7: IA5String 'example' : } Cooper, et al. (h) initial-permitted-subtrees, which indicates for each name type (e.g., X.500 distinguished names, email addresses, or IP addresses) a set of subtrees within which all subject names in every certificate in the
certification path MUST fall. Standards Track [Page 123] RFC 5280 PKIX Certificate and CRL Profile May 2008 -- specifications of Upper Bounds MUST be regarded as mandatory -- from Annex B of ITU-T X.411 Reference Definition of MTS Parameter -- Upper Bounds -- Upper Bounds ub-name INTEGER ::= 32768 ub-common-name INTEGER ::= 64
ub-locality-name INTEGER ::= 128 ub-state-name INTEGER ::= 128 ub-organization-name INTEGER ::= 64 ub-organizational-unit-name INTEGER ::= 64 ub-title INTEGER ::= 64 ub-serial-number INTEGER ::= 64 ub-match INTEGER ::= 128 ub-emailaddress-length INTEGER ::= 255 ub-common-name-length INTEGER ::= 64 ub-country-name-alpha-
length INTEGER ::= 2 ub-country-name-numeric-length INTEGER ::= 3 ub-domain-defined-attributes INTEGER ::= 4 ub-domain-defined-attribute-type-length INTEGER ::= 8 ub-domain-defined-attribute-value-length INTEGER ::= 128 ub-domain-name-length INTEGER ::= 16 ub-extension-attributes INTEGER ::= 256 ub-e163-4-number-length
INTEGER ::= 15 ub-e163-4-sub-address-length INTEGER ::= 40 ub-generation-qualifier-length INTEGER ::= 3 ub-given-name-length INTEGER ::= 16 ub-initials-length INTEGER ::= 5 ub-integer-options INTEGER ::= 256 ub-numeric-user-id-length INTEGER ::= 32 ub-organization-name-length INTEGER ::= 64 ub-organizational-unit-name-length
INTEGER ::= 32 ub-organizational-units INTEGER ::= 4 ub-pds-name-length INTEGER ::= 16 ub-pds-parameter-length INTEGER ::= 30 ub-pds-physical-address-lines INTEGER ::= 6 ub-postal-code-length INTEGER ::= 16 ub-pseudonym INTEGER ::= 128 ub-surname-length INTEGER ::= 40 ub-terminal-id-length INTEGER ::= 24 ub-unformatted-
address-length INTEGER ::= 180 ub-x121-address-length INTEGER ::= 16 -- Note - upper bounds on string types, such as TeletexString, are -- measured in characters. CAs SHOULD take extra care when making revocation information available only through CRLs that contain critical extensions, particularly if support for those extensions is not
mandated by this profile. Standards Track [Page 12] RFC 5280 PKIX Certificate and CRL Profile May 2008 certificates, and self-signed certificates. Standards Track [Page 120] RFC 5280 PKIX Certificate and CRL Profile May 2008 teletex-common-name INTEGER ::= 2 TeletexCommonName ::= TeletexString (SIZE (1..ub-common-name-length))
teletex-organization-name INTEGER ::= 3 TeletexOrganizationName ::= TeletexString (SIZE (1..ub-organization-name-length)) teletex-personal-name INTEGER ::= 4 TeletexPersonalName ::= SET { surname [0] IMPLICIT TeletexString (SIZE (1..ub-surname-length)), given-name [1] IMPLICIT TeletexString (SIZE (1..ub-given-name-length))
OPTIONAL, initials [2] IMPLICIT TeletexString (SIZE (1..ub-initials-length)) OPTIONAL, generation-qualifier [3] IMPLICIT TeletexString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL } teletex-organizational-unit-names INTEGER ::= 5 TeletexOrganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF
TeletexOrganizationalUnitName TeletexOrganizationalUnitName ::= TeletexString (SIZE (1..ub-organizational-unit-name-length)) pds-name INTEGER ::= 7 PDSName ::= PrintableString (SIZE (1..ub-pds-name-length)) physical-delivery-country-name INTEGER ::= 8 PhysicalDeliveryCountryName ::= CHOICE { x121-dcc-code NumericString (SIZE
(ub-country-name-numeric-length)), iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) } postal-code INTEGER ::= 9 PostalCode ::= CHOICE { numeric-code NumericString (SIZE (1..ub-postal-code-length)), printable-code PrintableString (SIZE (1..ub-postal-code-length)) } physical-delivery-office-name INTEGER ::= 10
Cooper, et al. Each extension is associated with an OID defined in [X.509]. Costello, "Internationalizing Domain Names in Applications (IDNA)", RFC 3490, March 2003. The encoding of the DN MUST be identical to the encoding used in the certificate. For UTF8String or UniversalString at least four -- times the upper bound should be allowed. A set of
required certificate extensions is specified. If the requireExplicitPolicy field is present, the value of requireExplicitPolicy indicates the number of additional certificates that may appear in the path before an explicit policy is required for the entire path. Standards Track [Page 99] RFC 5280 PKIX Certificate and CRL Profile May 2008 7.5.
Internationalized Electronic Mail Addresses Electronic Mail addresses may be included in certificates and CRLs in the subjectAltName and issuerAltName extensions, name constraints extension, authority information access extension, subject information access extension, issuing distribution point extension, or CRL distribution points extension. In
Section 6.1, the text describes basic path validation. The CRL is signed using the CRL issuer's private key. Once set, this variable may be decreased, but may not be increased. Relying parties that choose to validate the server's certificate when obtaining information pointed to by an https URI in the cRLDistributionPoints, authorityInfoAccess, or
subjectInfoAccess extensions MUST be prepared for the possibility that this will result in unbounded recursion. If such a compromise is detected, all certificates issued to the compromised CA MUST be revoked, preventing services between its users and users of other CAs. Rebuilding after such a compromise will be problematic, so CAs are advised to
implement a combination of strong technical measures (e.g., tamper- resistant cryptographic modules) and appropriate management procedures (e.g., separation of duties) to avoid such an incident. If there is no purpose consistent with both extensions, then the certificate MUST NOT be used for any purpose. The next CRL could be issued before the
indicated date, but it will not be issued any later than the indicated date. The extension SHOULD be non-critical, but this profile RECOMMENDS support for this extension by CAs and applications. Standards Track [Page 64] RFC 5280 PKIX Certificate and CRL Profile May 2008 id-ce-deltaCRLIndicator OBJECT IDENTIFIER ::= { id-ce 27 }
BaseCRLNumber ::= CRLNumber 5.2.5. Issuing Distribution Point The issuing distribution point is a critical CRL extension that identifies the CRL distribution point and scope for a particular CRL, and it indicates whether the CRL covers revocation for end entity certificates only, CA certificates only, attribute certificates only, or a limited set of
reason codes. [X9.55] ANSI X9.55-1997, Public Key Cryptography for the Financial Services Industry: Extensions to Public Key Certificates and Certificate Revocation Lists, January 1997. An entry is added to the CRL as part of the next update following notification of revocation. Introduction This specification is one part of a family of standards for
the X.509 Public Key Infrastructure (PKI) for the Internet. The CRL includes one revoked certificate: serial number 18, which was revoked on November 19, 2004 due to keyCompromise. For example, a value of one indicates that policy mapping may be processed in certificates issued by the subject of this certificate, but not in additional certificates in
the path. Subject alternative names MAY be constrained in the same manner as subject distinguished names using the name constraints extension as described in Section 4.2.1.10. When the extension is used to point to CA certificates, the entry for the directoryName contains CA certificates in the crossCertificatePair and/or cACertificate attributes as
specified in [RFC4523]. Freshest CRL (a.k.a. Delta CRL Distribution Point) ...................... 48 4.2.2. Private Internet Extensions ........................ 49 4.2.2.1. Authority Information Access .............. 49 4.2.2.2. Subject Information Access ................ 51 5. (d) explicit policy: an integer that indicates if a non-NULL valid policy tree is required. Any algorithm
may be used by a particular implementation so long as it derives the correct result. As a minimum, 16 octets, or twice the specified -- upper bound, whichever is the larger, should be allowed for Cooper, et al. Where the information is available via HTTP or FTP, accessLocation MUST be a uniformResourceldentifier and the URI MUST point to either a
single DER encoded certificate as specified in [RFC2585] or a collection of certificates in a BER or DER encoded "certs-only" CMS message as specified in [RFC2797]. The meaning of the decipherOnly bit is undefined in the absence of the keyAgreement bit. The validity period for a certificate is the period of time from notBefore through notAfter,
inclusive. The certification path validation algorithm depends on the certain knowledge of the public keys (and other information) about one or more trusted CAs. The decision to trust a CA is an important decision as it ultimately determines the trust afforded a certificate. The use of separate CA certificates for validation of certificate signatures and
CRL signatures can offer improved security characteristics; however, it imposes a burden on applications, and it might limit interoperability. However, these types MAY be used in certificates where the name was previously established, including cases in which a new certificate is being issued to an existing subject or a certificate is being issued to a
new subject where the attributes being encoded have been previously established in certificates issued to other subjects. Otherwise, verify that the CRL issuer matches the certificate issuer. This extension is defined as follows: id-ce-extKeyUsage OBJECT IDENTIFIER ::= { id-ce 37 } ExtKeyUsageSyntax ::= SEQUENCE SIZE (1..MAX) OF
KeyPurposeld KeyPurposeld ::= OBJECT IDENTIFIER Key purposes may be defined by any organization with a need. For example, when an RSA key should be used only to verify signatures on objects other than public key certificates and CRLs, the digitalSignature and/or nonRepudiation bits would be asserted. Self- signed certificates are self-issued
certificates where the digital signature may be verified by the public key bound into the certificate. On Cooper, et al. In the case of later conflict, a reliable third party may determine the authenticity of the signed data. However, a CA may issue a certificate to itself to support key rollover or changes in certificate policies. This extension MAY appear as
a critical or non- critical extension in CA certificates that contain public keys used exclusively for purposes other than validating digital signatures on certificates. The parameter is used to indicate the maximum string length allowed for the attribute. The fields are described in detail in Section 4.1.2; the tbsCertificate usually includes extensions,
which are described in Section 4.2. 4.1.1.2. signatureAlgorithm The signatureAlgorithm field contains the identifier for the cryptographic algorithm used by the CA to sign this certificate. The X.509 v2 CRL format also allows communities to define private CRL entry extensions to carry information unique to those communities. This extension MUST
NOT appear in delta CRLs. The same syntax is used for this extension as the cRLDistributionPoints certificate extension, and is described in Section 4.2.1.13. This field MUST contain the same algorithm identifier as the signatureAlgorithm field in the sequence CertificateList (Section 5.1.1.2). Standards Track [Page 30] RFC 5280 PKIX Certificate and
CRL Profile May 2008 The keyAgreement bit is asserted when the subject public key is used for key agreement. Applications with specific policy requirements are expected to have a list of those policies that they will accept and to compare the policy OIDs in the certificate to that list. Simultaneous inclusion of the emailAddress attribute in the subject
distinguished name to support legacy implementations is deprecated but permitted. The delta CRL indicator extension contains the single value of type BaseCRLNumber. If no node of depth i in the valid policy tree has a valid policy of ID-P but there is a node of depth i with a valid policy of anyPolicy, then generate a child node of the node of depth i-
1 that has a valid policy of anyPolicy as follows: (i) set the valid policy to ID-P; (ii) set the qualifier set to the qualifier set of the policy anyPolicy in the certificate policies extension of certificate i; and (iii) set the expected policy set to the set of subjectDomainPolicy values that are specified as equivalent to ID-P by the policy mappings extension. The
id-ad-caRepository OID is used when the subject is a CA that publishes certificates it issues in a repository. When the subjectAltName extension contains a domain name system label, the domain name MUST be stored in the dNSName (an IA5String). 6.1.6. Outputs If path processing succeeds, the procedure terminates, returning a success indication
together with final value of the valid policy tree, the working public key, the working public_key algorithm, and the working public_key parameters. The meaning of "suitably recent" may vary with local policy, but it usually means the most recently issued CRL. Where timestamping services are available using TCP/IP, the dNSName or iPAddress
name forms may be used. 0 910: SEQUENCE { 4 846: SEQUENCE { 8 3: [0] { 10 1: INTEGER 2 : } 13 2: INTEGER 256 17 9: SEQUENCE { 19 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3) : } 28 71: SEQUENCE { 30 19: SET { 32 17: SEQUENCE { 34 10: OBJECT IDENTIFIER : domainComponent (0 9 2342 19200300 100 1 25) 46 3:
[IA5String 'com': } : } 51 23: SET { 53 21: SEQUENCE { 55 10: OBJECT IDENTIFIER : domainComponent (0 9 2342 19200300 100 1 25) 67 7: IA5String 'example': } : } 76 23: SET { 78 21: SEQUENCE { 80 3: OBJECT IDENTIFIER commonName (2 5 4 3) 85 14: PrintableString 'Example DSACA': } : } : } 101 30: SEQUENCE { 103 13: UTCTime
02/05/2004 16:47:38 GMT 118 13: UTCTime 02/05/2005 16:47:38 GMT : } 133 71: SEQUENCE { 135 19: SET { 137 17: SEQUENCE { 139 10: OBJECT IDENTIFIER : domainComponent (0 9 2342 19200300 100 1 25) Cooper, et al. Standards Track [Page 18] RFC 5280 PKIX Certificate and CRL Profile May 2008 key associated with the subject, a
validity period, a version number, and a serial number; some MAY contain optional unique identifier fields. The extension MUST be marked as non-critical by conforming CAs. Further discussion of CRL management is contained in Section 5. (2) If inhibitPolicyMapping is present and is less than policy mapping, set policy mapping to the value of
inhibitPolicyMapping. Information and services may include on-line validation services and CA policy data. Two distinguished names DN1 and DN2 match if they have the same number of RDNs, for each RDN in DN1 there is a matching RDN in DN2, and the matching RDNs appear in the same order in both DNs. A distinguished name DN1 is within
the subtree defined by the Cooper, et al. Standards Track [Page 2] RFC 5280 PKIX Certificate and CRL Profile May 2008 4.2.1.15. (b) When the subject of the certificate is a CRL issuer, the subject field MUST be encoded in the same way as it is encoded in the issuer field (Section 5.1.2.3) in all CRLs issued by the subject CRL issuer.
certificateRevocationList;binary>). CAs SHOULD NOT include URIs that specify https, ldaps, or similar schemes in extensions. Certificate users MUST be able to handle serialNumber values up to 20 octets in length. A certificate user should review the certificate policy generated by the certification authority (CA) before relying on the authentication
or non-repudiation services associated with the public key in a particular certificate. Optional qualifiers, which MAY be present, are not expected to change the definition of the policy. Neither certificates nor CRLs need be kept secret, and unrestricted and anonymous access to certificates and CRLs has no security implications. However, a CA may
delegate this responsibility to another trusted authority. For example, a management protocol might be used between a CA and a client system with which a key pair is associated, or between two CAs that cross-certify each other. The profiles include the identification of ISO/IEC/ITU-T and ANSI extensions that may be useful in the Internet PKI. In
response to these new requirements, the ISO/IEC, ITU-T, and ANSI X9 developed the X.509 version 3 (v3) certificate format. If not, then name constraints stated as excludedSubtrees will not match and invalid paths will be accepted and name constraints expressed as permittedSubtrees will not match and valid paths will be rejected. Standards Track
[Page 141] RFC 5280 PKIX Certificate and CRL Profile May 2008 : 00 E1 6A E4 03 30 97 02 3C F4 10 F3B5 1E 4D 7F : 14 7B F6 F5 DO 78 E9 A4 BAF0 A3 75 EC ED B6 56 : 96 7F 88 99 85 9A F2 3E 68 77 87 EBO9E D1 9F C0: B4 17 DC AB 89 23 A4 1D 7E 16 23 4C 4F A8 4D F5:31 B8 7CAAE3 1A 4909 F4 4B 26 DB 27 67 30 82 : 12 01 4A E9 1A
B6 C1 0C 53 8B 6C FC 2F 7TA43 EC:33 36 7E32 B2 7BD5AACF 01 14C6 12 EC 13 F2:2D 14 7A8B 2158 14 134C 46 A3 9A F2 16 95 FF : 23 358 3: INTEGER 65537 : } : } : } 363 117: [3] { 365 115: SEQUENCE { 367 33: SEQUENCE { 369 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17) 374 26: OCTET STRING, encapsulates { 376 24:
SEQUENCE { 378 22: [1] 'end.entity@example.com': } : } : } 402 29: SEQUENCE { 404 3: OBJECT IDENTIFIER subjectKeyldentifier (2 5 29 14) 409 22: OCTET STRING, encapsulates { 411 20: OCTET STRING : 17 7B 92 30 FF 44 D6 66 E1 90 10 22 6C 16 4F C0: 8E41 DD 6D : } : } 433 31: SEQUENCE { 435 3: OBJECT IDENTIFIER :
authorityKeyldentifier (2 5 29 35) 440 24: OCTET STRING, encapsulates { 442 22: SEQUENCE { 444 20: [0] : 08 68 AF 85 33 C8 39 4A 7A F8 82 93 8E 70 6A : 4A20842C 32 :}:}:} 466 14: SEQUENCE { 468 3: OBJECT IDENTIFIER keyUsage (2 5 29 15) 473 1: BOOLEAN TRUE 476 4: OCTET STRING, encapsulates { 478 2: BIT STRING 6 unused
bits : '11'B Cooper, et al. That is, the sequence of names in fullName is generated from the certificate issuer field as well as the certificate issuerAltName extension. The result is shown as Figure 4. The user notice has two optional fields: the noticeRef field and the explicitText field. Appendix A contains all ASN.1 structures defined or referenced
within this specification. The issuer identity is carried in the issuer field. id-pe-authorityInfoAccess OBJECT IDENTIFIER ::= { id-pe 1 } AuthorityInfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF AccessDescription AccessDescription ::= SEQUENCE { accessMethod OBJECT IDENTIFIER, accessLocation GeneralName } id-ad OBJECT IDENTIFIER
::= { id-pkix 48 } id-ad-calssuers OBJECT IDENTIFIER ::= { id-ad 2 } id-ad-ocsp OBJECT IDENTIFIER ::= { id-ad 1 } Cooper, et al. The goal of this document is to establish a common baseline for generic applications requiring broad interoperability and limited special purpose requirements. These characters often appear in Internet addresses. If
((reasons_mask is all-reasons) OR (cert_status is not UNREVOKED)), then the revocation status has been determined, so return cert_status. CAs are responsible for indicating the revocation status of the certificates that they issue. However, if an application encounters a critical name constraints extension that specifies other values for minimum or
maximum for a name form that appears in a subsequent certificate, the application MUST either process these fields or reject the certificate. While the local-part of an electronic mail address is case sensitive [RFC2821], emailAddress attribute values are not case sensitive [RFC2985]. That is, either the permittedSubtrees field or the excludedSubtrees
MUST be present. Standards Track [Page 15] RFC 5280 PKIX Certificate and CRL Profile May 2008 The PKIX series of specifications defines a set of standard message formats supporting the above functions. When the trust anchor information is provided in the form of a certificate, the name in the subject field is used as the trusted issuer name and
the contents of the subjectPublicKeyInfo field is used as the source of the trusted public key algorithm and the trusted public key. Acknowledgments Warwick Ford participated with the authors in some of the design team meetings that directed development of this document. Note: While the explicitText has a maximum size of 200 characters, some
non-conforming CAs exceed this limit. No further action by IANA is necessary for this document or any anticipated updates. Conforming implementations MUST support UTF8String and PrintableString. (i) If use-deltas is set, then search for the certificate on the delta CRL. Conforming CAs MUST NOT use serialNumber values longer than 20 octets.
Standards Track [Page 31] RFC 5280 PKIX Certificate and CRL Profile May 2008 4.2.1.4. Certificate Policies The certificate policies extension contains a sequence of one or more policy information terms, each of which consists of an object identifier (OID) and optional qualifiers. Given the requirements above, CRL numbers can be expected to contain
long integers. The ASN.1 syntax for emailAddress and the corresponding OID are supplied in Appendix A. Standards Track [Page 124] RFC 5280 PKIX Certificate and CRL Profile May 2008 -- TeletexString. Conforming CAs SHOULD NOT use nameRelativeToCRLIssuer to specify distribution point names. It can be used to prohibit policy mapping or
require that each certificate in a path contain an acceptable policy identifier. This field MUST contain the same algorithm identifier as the signatureAlgorithm field in the sequence Certificate (Section Cooper, et al. Standards Track [Page 50] RFC 5280 PKIX Certificate and CRL Profile May 2008 Conforming applications that support HTTP or FTP for
accessing certificates MUST be able to accept individual DER encoded certificates and SHOULD be able to accept "certs-only" CMS messages. The working public_key algorithm is initialized from the trusted public key algorithm provided in the trust anchor information. Appendix C.1 contains an annotated hex dump of a "self-signed" certificate
issued by a CA whose distinguished name is cn=Example CA,dc=example,dc=com. Standards Track [Page 28] RFC 5280 PKIX Certificate and CRL Profile May 2008 (2) The keyldentifier is composed of a four-bit type field with the value 0100 followed by the least significant 60 bits of the SHA-1 hash of the value of the BIT STRING subjectPublicKey
(excluding the tag, length, and number of unused bits). Each extension in a CRL entry may be designated as critical or non-critical. That is, either the inhibitPolicyMapping field or the requireExplicitPolicy field MUST be present. Short key lengths or weak hash algorithms will limit the utility of a certificate. 11.2. Informative References [ISO8859]
ISO/IEC 8859-1:1998. Similarly, different validity periods or key lengths for each key pair may be appropriate in some application environments. id-ce-cRLDistributionPoints OBJECT IDENTIFIER ::= { id-ce 31 } CRLDistributionPoints ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint DistributionPoint ::= SEQUENCE { distributionPoint [0]
DistributionPointName OPTIONAL, reasons [1] ReasonFlags OPTIONAL, cRLIssuer [2] GeneralNames OPTIONAL } DistributionPointName ::= CHOICE { fullName [0] GeneralNames, nameRelativeToCRLIssuer [1] RelativeDistinguishedName } Cooper, et al. 2.1. Communication and Topology The users of certificates will operate in a wide range of
environments with respect to their communication topology, especially users of secure electronic mail. As noted in Section 5.2.3, CRL numbers can be expected to contain long integers. Certificate using applications MAY require that the extended key usage extension be present and that a particular purpose be indicated in order for the certificate to
be acceptable to that application. The path validation process also determines the set of certificate policies that are valid for this path, based on the certificate policies extension, policy mappings extension, policy constraints extension, and inhibit anyPolicy extension. The ASN.1 DER encoded tbsCertificate is used as the input to the signature function.
This specification defines two policy qualifier types for use by certificate policy writers and certificate issuers. Santesson, "Update to DirectoryString Processing in the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile", RFC 4630, August 2006. As a means of reducing problems and security issues related
to issuer name collisions, CA and CRL issuer names SHOULD be formed in a way that reduces the likelihood of name collisions. Standards Track [Page 91] RFC 5280 PKIX Certificate and CRL Profile May 2008 Note: In some environments, it is not necessary to check all reason codes. For example, when the uniformResourceldentifier field appears in a
nameConstraints extension, it must hold a DNS name (e.g., "host.example.com" or ".example.com") rather than a URI. The trust anchor information may be provided to the path processing procedure in the form of a self-signed certificate. If a key usage extension is present in the CRL issuer's certificate, verify that the cRLSign bit is set. 4.1.1.
Certificate Fields The Certificate is a SEQUENCE of three required fields. The access method is an object identifier that indicates the type of information that is available. On the other hand, selection of only one trusted CA could limit users to a closed community of users. Rules for comparing distinguished names are specified in Section 7.1. If the
names in the issuer and subject field in a certificate match according to the rules specified in Section 7.1, then the certificate is self-issued. Standards Track [Page 125] RFC 5280 PKIX Certificate and CRL Profile May 2008 -- subject key identifier OID and syntax id-ce-subjectKeyldentifier OBJECT IDENTIFIER ::= { id-ce 14 } SubjectKeyldentifier ::=
Keyldentifier -- key usage extension OID and syntax id-ce-keyUsage OBJECT IDENTIFIER ::= { id-ce 15 } KeyUsage ::= BIT STRING { digitalSignature (0), nonRepudiation (1), -- recent editions of X.509 have -- renamed this bit to contentCommitment keyEncipherment (2), dataEncipherment (3), keyAgreement (4), keyCertSign (5), cRLSign (6),
encipherOnly (7), decipherOnly (8) } -- private key usage period extension OID and syntax id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER ::= { id-ce 16 } PrivateKeyUsagePeriod ::= SEQUENCE { notBefore [0] GeneralizedTime OPTIONAL, notAfter [1] GeneralizedTime OPTIONAL } -- either notBefore or notAfter MUST be present -- certificate
policies extension OID and syntax id-ce-certificatePolicies OBJECT IDENTIFIER ::= { id-ce 32 } anyPolicy OBJECT IDENTIFIER ::= { id-ce-certificatePolicies 0 } CertificatePolicies ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation PolicyInformation ::= SEQUENCE { policyldentifier CertPolicyld, policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierInfo OPTIONAL } CertPolicyld ::= OBJECT IDENTIFIER Cooper, et al. Such addresses MUST be encoded using an ASN.1 type that supports them. [RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997. Any DNS name that can be constructed by simply adding zero or more
labels to the left-hand side of the name satisfies the name constraint. The id-ad-timeStamping OID is used when the subject offers timestamping services using the Time Stamp Protocol defined in [RFC3161]. Certification Path Processing Flowchart 6.1.1. Inputs This algorithm assumes that the following nine inputs are provided to the path processing
logic: (a) a prospective certification path of length n. IANA Considerations ............ccceevevivriiineiiinnennnnnns 105 10. When applying restrictions of the form directoryName, an implementation MUST compare DN attributes. Appendix C.2 contains an annotated hex dump of an end entity certificate. When the decipherOnly bit is asserted and the keyAgreement
bit is also set, the subject public key may be used only for deciphering data while performing key agreement. Conforming CAs MUST NOT encode explicitText as VisibleString or BMPString. The protocol the application uses to access the directory (e.g., DAP or LDAP) is a local matter. The issuer field MUST contain a non-empty distinguished name
(DN). Standards Track [Page 42] RFC 5280 PKIX Certificate and CRL Profile May 2008 GeneralSubtree ::= SEQUENCE { base GeneralName, minimum [0] BaseDistance DEFAULT 0, maximum [1] BaseDistance OPTIONAL } BaseDistance ::= INTEGER (0..MAX) 4.2.1.11. Such applications may include WWW, electronic mail, user authentication, and
IPsec. Where a CA distributes self-signed certificates to specify trust anchor information, certificate extensions can be used to specify recommended inputs to path validation. The integer indicates the number of non-self-issued certificates to be processed before this requirement is imposed. (iii) If the onlyContainsCACerts boolean is asserted in the
IDP CRL extension, verify that the certificate includes the basic constraints extension with the cA boolean asserted. Standards Track [Page 113] RFC 5280 PKIX Certificate and CRL Profile May 2008 -- Naming attributes of type X5200rganizationName id-at-organizationName AttributeType ::= { id-at 10 } -- Naming attributes of type
X5200rganizationName: -- X5200rganizationName ::= -- DirectoryName (SIZE (1..ub-organization-name)) -- -- Expanded to avoid parameterized type: X5200rganizationName ::= CHOICE { teletexString TeletexString (SIZE (1..ub-organization-name)), printableString PrintableString (SIZE (1..ub-organization-name)), universalString UniversalString
(SIZE (1..ub-organization-name)), utf8String UTF8String (SIZE (1..ub-organization-name)), bmpString BMPString (SIZE (1..ub-organization-name)) } -- Naming attributes of type X5200rganizationalUnitName id-at-organizationalUnitName AttributeType ::= { id-at 11 } -- Naming attributes of type X5200rganizationalUnitName: --
X5200rganizationalUnitName ::= -- DirectoryName (SIZE (1..ub-organizational-unit-name)) -- -- Expanded to avoid parameterized type: X5200rganizationalUnitName ::= CHOICE { teletexString TeletexString (SIZE (1..ub-organizational-unit-name)), printableString PrintableString (SIZE (1..ub-organizational-unit-name)), universalString
UniversalString (SIZE (1..ub-organizational-unit-name)), utf8String UTF8String (SIZE (1..ub-organizational-unit-name)), bmpString BMPString (SIZE (1..ub-organizational-unit-name)) } Cooper, et al. An application that supports delta CRLs MUST be able to construct a current complete CRL by combining a previously issued complete CRL and the
most current delta CRL. The first two certificates and the CRL comprise a minimal certification path. These OIDs are members of the id-ce arc, which is defined by the following: id-ce OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 29 } 4.2.1.1. Authority Key Identifier The authority key identifier extension provides a means of identifying the public
key corresponding to the private key used to sign a certificate. Two common methods for generating key identifiers from the public key are described in Section 4.2.1.2. Where a key identifier has not been previously established, this specification RECOMMENDS use of one of these methods for generating keyldentifiers or use of a similar method that
uses a different hash algorithm. If a notice is Cooper, et al. The field is of type AlgorithmlIdentifier, which is defined in Section 4.1.1.2. [RFC3279], [RFC4055], and [RFC4491] list supported algorithms for this specification, but other signature algorithms MAY also be supported. [RFC4512] Zeilenga, K., Ed., "Lightweight Directory Access Protocol
(LDAP): Directory Information Models", RFC 4512, June 2006. The syntax of iPAddress MUST be as described in Section 4.2.1.6 with the following additions specifically for name constraints. That is, if a certificate in the path inhibits processing of anyPolicy, a later certificate cannot permit it. For IP version 4, as specified in [RFC791], the octet string
MUST contain exactly four octets. Appendix C contains examples of conforming certificates and a conforming CRL. The host part, if present, is also not case-sensitive, but other components of the scheme- specific-part may be case-sensitive. Once the CA accepts a revocation report as authentic and valid, any query to the on-line service will correctly
reflect the certificate validation impacts of the revocation. For FTP, the name of a file that contains a single DER encoded certificate SHOULD have a suffix of ".cer" [RFC2585] and the name of a file that contains a "certs-only" CMS message SHOULD have a suffix of ".p7c" [RFC2797]. In this case, the revocations with reason code keyCompromise (1),
cACompromise (2), and aACompromise (8) appear in one distribution point, and the revocations with other reason codes appear in another distribution point. There is one exception; where a CA distributes its public key in the form of a "self-signed" certificate, the authority key identifier MAY be omitted. The CPS Pointer qualifier contains a pointer to
a Certification Practice Statement (CPS) published by the CA. Standards Track [Page 81] RFC 5280 PKIX Certificate and CRL Profile May 2008 (ii) If there was no match in step (i) and the valid policy tree includes a node of depth i-1 with the valid policy anyPolicy, generate a child node with the following values: set the valid policy to P-OID, set the
qualifier set to P-Q, and set the expected policy set to {P-OID}. Binary comparison should be used when unfamiliar attribute types include attribute values with encoding options other than those found in DirectoryString. Some characters may be encoded in multiple ways. When CRLs are issued, the CRLs MUST be version 2 CRLs, include the date by
which the next CRL will be issued in the nextUpdate field (Section 5.1.2.5), include the CRL number extension (Section 5.2.3), and include the authority key identifier extension (Section 5.2.1). Applying this rule to the resulting tree will cause the node at depth i-2 that is marked with a 'Y' to be deleted. For example, the union of the name spaces
example.com and foo.example.com is example.com. It is one goal of this document to specify a profile for Internet WWW, electronic mail, and IPsec applications. A CRL issuer MAY optionally list a certificate on a delta CRL with reason code removeFromCRL if the notAfter time specified in the certificate precedes the thisUpdate time specified in the
delta CRL and the certificate was listed on the referenced base CRL or in any CRL issued after the base but before this delta CRL. 4.1.2.9. Extensions This field MUST only appear if the version is 3 (Section 4.1.2.1). Pruning the valid policy tree 6.1.4. Preparation for Certificate i+1 To prepare for processing of certificate i+1, perform the following
steps for certificate i: (a) If a policy mappings extension is present, verify that the special value anyPolicy does not appear as an issuerDomainPolicy or a subjectDomainPolicy. Note that an Attribute Authority (AA) might also choose to delegate the publication of CRLs to a CRL issuer. END A.2. Implicitly Tagged Module, 1988 Syntax PKIX1Implicit88 {
iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5) pkix(7) id-mod(0) id-pkix1-implicit(19) } DEFINITIONS IMPLICIT TAGS ::= BEGIN -- EXPORTS ALL -- IMPORTS id-pe, id-kp, id-gt-unotice, id-qgt-cps, -- delete following line if "new" types are supported -- BMPString, UTF8String, -- end "new" types -- ORAddress, Name,
RelativeDistinguishedName, CertificateSerialNumber, Attribute, DirectoryString FROM PKIX1Explicit88 { iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5) pkix(7) id-mod(0) id-pkix1-explicit(18) }; -- ISO arc for standard certificate and CRL extensions id-ce OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 29} -- authority
key identifier OID and syntax id-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35 } AuthorityKeyldentifier ::= SEQUENCE { keyldentifier [0] Keyldentifier OPTIONAL, authorityCertlssuer [1] GeneralNames OPTIONAL, authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL } -- authorityCertlssuer and
authorityCertSerialNumber MUST both -- be present or both be absent Keyldentifier ::= OCTET STRING Cooper, et al. Conforming implementations MUST use the LDAP StringPrep profile (including insignificant space handling), as specified in [RFC4518], as the basis for comparison of distinguished name attributes encoded in either PrintableString
or UTF8String. As a result, this document supports a more flexible architecture, including: (a) Certification paths start with a public key of a CA in a user's own domain, or with the public key of the top of a hierarchy. The required fields identify the CRL issuer, the algorithm used to sign the CRL, and the date and time the CRL was issued. +----------------
+ | anyPolicy |
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